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ation running in the devi
e, and appli
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usses mobile networking in general, and with Qt framework in par-ti
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hanges introdu
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1. INTRODUCTION
We live in a 
onne
ted world. We have built networks spanning the Globe to al-low us to share information � networking. We have devi
es in our po
kets, givingus a 
han
e to do it anywhere we go, anytime we want � mobility. And we haveappli
ations to help us do things with the information � Qt. Given this, it is upto your imagination to 
ombine the information available on networks with mobil-ity provided by devi
es, into an appli
ation that makes the world a better pla
e.On
e you have imagined that, this thesis dis
usses the pra
ti
al matters you mayen
ounter when following your dream � when implementing your mobile networkingappli
ation with Qt.To 
over the matters, there are three main goals for this thesis. The �rst one is tostudy and dis
uss the 
hallenges and new aspe
ts mobility introdu
es to networking.The se
ond is to go through the Qt framework in general, and examine how mobilenetworking issues are addressed in the framework. The third goal is to a
t as a guidefor a developer developing mobile networking appli
ations and join the two othergoals together into a 
omprehensible whole.To be te
hni
ally pre
ise, the term �networking� is used to refer to the design, be-havior and usage of pa
ket-swit
hed 
omputer networks. �Mobility� is about movingbetween topologi
ally separate networks. And appli
ation is assumed to a
t as an
lient in the network. Mobile server appli
ations are not addressed.The thesis is stru
tured into distin
t 
hapters where ea
h dis
usses one topi
around the subje
t. After the introdu
tion, Chapter 2 goes through the basi
s ofnetworking. A 
ommon proto
ol sta
k 
onsisting of IP, TCP and HTTP is visited,with an explanation of how they are used in appli
ations. Chapter 2 also providesan insight on how 
onventional networks are built with two sample networks.Chapter 3 fo
uses on mobility. The e�e
ts and 
hara
teristi
s introdu
ed by mo-bility are dis
ussed �rst, followed by the a
tions the mobility requires. Multihomingis examined from mobile networking point of view, and a 
on
ept of servi
e net-working is presented. Lastly, the 
hapter explains how mobile networking 
an beimplemented with the methods presented in Chapter 2.Chapter 4 introdu
es the Qt framework, and its bearer management library. The
hapter begins with an overview of Qt, and explains the li
ensing model, whi
h isessential to Qt. The following te
hni
al review brie�y visits Qt's major features. Qt's



1. Introdu
tion 2forth
oming support for mobile devi
e fun
tionality � Mobility API � is introdu
edin the 
orrespondingly named se
tion. The rest of the 
hapter fo
uses on mobilenetworking, explaining Qt's model of bearer management. An alternative method ofmobile networking at HTTP level is also presented. The 
hapter ends to an exampleof mobile networking behavior from bird's-eye view.Chapter 5 gives a pra
ti
al approa
h to mobile networking with Qt through asimple sample appli
ation. The 
hosen ar
hite
ture and bearer management is ex-plained with diagrams, and possible further improvements are dis
ussed. The 
hap-ter also in
ludes a short review of bearer management and Qt in general. Chapter6 
on
ludes the thesis and gives a summary of main points of the subje
t.
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2. CONVENTIONAL NETWORKING
Conventional networks are basi
 
omputer networks that are used for example in
ompanies, s
hools and homes. Computers are 
onne
ted to lo
al networks, whi
hprovide servi
es for the 
omputer. The lo
al network is then 
onne
ted to a globalnetwork, su
h as the Internet or 
ompany-wide network, allowing the 
omputer torea
h global servi
es.The following 
hara
teristi
s 
an be found from 
onventional networks and net-working:

• Hierar
hi
al design and disti
tion of lo
al and global network, as introdu
ed.
• Stati
 design. It is often assumed that nodes (
omputers) rarely move toanother lo
ation (physi
ally or related to network), and thus little attentionis paid to mobility. The stru
ture of the network is usually designed based onlo
ation.
• The network equipment is owned or rented, and there is a possibility to admin-ister the network. The quality of the network, su
h as speed and reliability, issomewhat uniform a
ross the network, and 
an be improved when needed.2.1 Internet proto
ol suiteInternet proto
ol suite spe
i�ed by IETF in RFC 1122 de�nes four proto
ol layers(Table 2.1) for the Internet and other similar networks [14℄. For those familiarwith the OSI model [5℄, the internet layer 
ompares to OSI's network layer andthe transport layer 
ontains some session 
hara
teristi
s, but OSI layers below andabove those are simpli�ed to link and appli
ation layer, respe
tively. The suite isalso known as TCP/IP model by two of its most important proto
ols.Proto
ols essential to this thesis are shortly dis
ussed in the following se
tions.Table 2.1: Layers of the Internet proto
ol suite.Layer Proto
ols4 Appli
ation FTP, HTTP, SSH, ...3 Transport TCP, UDP, ...2 Internet IPv4, IPv6, ...1 Link Ethernet, PPP, ...



2. Conventional networking 42.1.1 Internet Proto
olInternet Proto
ol (IP) is 
ommonly used proto
ol in pa
ket-swit
hed networks. Itdelivers pa
kets (datagrams from upper layer proto
ol) from the sour
e to the des-tination. The delivery is based on routing by pa
ket's destination address. InternetProto
ol is 
onne
tionless and provides best-e�ort delivery without guarantee oforder, dupli
ation or re
eption of the transmitted pa
kets [2, pp. 95-113℄.The fourth revision of the proto
ol, IPv4 [13℄ is 
urrently the most deployedversion. It de�nes a 32-bit address spa
e having about 4.29 billion addresses, whi
hare spe
ulated to run out in the near future (2011 by Geo� Huston's estimate1).IPv6 [15℄ has improvements (128-bit address spa
e, among other things) and newfeatures over IPv4. It is implemented in all major operating systems, but not yetwidely deployed.2.1.2 Transmission Control Proto
olTransmission Control Proto
ol (TCP) provides reliable, stream-oriented 
onne
tion.TCP 
hops the datastream into segments and passes them to Internet Proto
ol fordelivery. Be
ause IP is an unreliable proto
ol, TCP handles the order, possibledupli
ation and retransmission of the segments. Other features of TCP are errordete
tion, �ow 
ontrol me
hanism, and 
ongestion 
ontrol. [2, p. 249℄While the Internet Proto
ol works with addresses, TCP 
onne
ts to port. IPaddress and TCP port form an abstra
tion of 
onne
tion endpoint. Thus both,sour
e and destination endpoint, need to have a port for TCP 
onne
tion. Portnumbers for some servi
es are well-known, like 21 for FTP or 22 for SSH. Usuallyports below 1024 are used by system servi
es, and allowed only for administratorsor root users.2.1.3 Hypertext Transfer Proto
olHypertext Transfer Proto
ol (HTTP) is a simple proto
ol developed for retrievingdo
uments from network. The 
ommon version in use today is HTTP 1.1, spe
i�edin RFC 2616 [16℄.HTTP depends heavily on 
lient-server model, where the 
lient initiates a
tion(and 
onne
tion) with HTTP request, and the server replies. There is no statebetween request-reply pairs, making HTTP a stateless proto
ol [2, pp. 530-531℄.Both request and reply have a header and a possible body. A header is text-basedand human-readable, with en
oded body atta
hed when needed. An example of1Geo� Huston provides an auto-generated daily report of IPv4 address pool exhaustion athttp://ipv4.potaroo.net.



2. Conventional networking 5Table 2.2: Example of HTTP request and reply. 2Request:1 GET / HTTP/1.1 GET request for resour
e / using HTTP version1.1.2 Host: www.example.
om The Internet host of the resour
e.3 Empty line (
arriage return and line feed) endsheader of the request. This request does not havea body.Reply:1 HTTP/1.1 200 OK Indi
ates su

essfull re-quest.2 Date: Tue, 08 Sep 2009 16:49:08 GMT Server's time.3-6 ... (snipped)7 Content-Length: 438 Length of the body.8 Conne
tion: 
lose Conne
tion will be 
losedafter the reply.9 Content-Type: text/html; 
harset=UTF-8 Body type and en
oding.10 Empty line. Body begins.11 <HTML> First line of the body.12- ... (the rest of the body)request and reply is presented in Table 2.2. HTTP requires a reliable transport andTCP is extensively used. Port 80 is a well-known TCP port for HTTP.Hypertext Transfer Proto
ol Se
ure (HTTPS) adds se
urity to HTTP proto
olby sending requests through en
rypted SSL or TLS 
onne
tion. This way, plaintextHTTP transa
tions 
annot be eavesdropped. HTTPS uses di�erent TCP port, 443.HTTP standard has eight methods that 
an be performed to resour
e in a server;HEAD, GET, POST, PUT, DELETE, TRACE, OPTIONS and CONNECT. Themethods are further 
ategorized into safe and unsafe. The safe ones should not
hange the state of the server and 
an be thus 
a
hed. GET is the most 
ommonof the methods. It requests the spe
i�ed resour
e from the server, thus being asafe method. POST submits data to be pro
essed on the server and may modifyresour
es on the server. Therefore it is an unsafe method and should not be 
a
hed.An example of GET is given in Table 2.2.2.2 Common networking servi
esFrom the Internet proto
ol suite, the transport layer (see Table 2.1) is the lowestlayer available for use in appli
ations. Berkeley so
kets is de fa
to interfa
e to a

essand use it. Web servi
es (as de�ned by W3C [21℄) are popular and �trendy� way to2Lines end with 
arriage return (0x0D) and line feed (0x0A) 
hara
ters.



2. Conventional networking 6utilize network at appli
ation layer, being popular due to ease of use and a

essibility� outgoing HTTP is rarely �rewalled.2.2.1 POSIX so
ketsPOSIX so
kets is an absta
tion of network 
onne
tions. It is based on Berkeleyso
kets developed at the University of California (lo
ated in Berkeley). Pra
ti
alreferen
e de�nition of the API for C programming language is 
ontained in POSIXstandard 1003.1 [4℄. Other programming languages have adopted the de�nition, usu-ally with minimal (or no) 
hanges. This makes so
ket programming straightforwardin any language.POSIX API in a nutshellThe most important fun
tions of the so
ket API (<sys/so
ket.h>) are shortlydis
ussed in the following list. For a more 
omprehensive de�nition, see POSIXStandard 1003.1, 2004 version [4℄.
• int so
ket (int domain, int type, int proto
ol ) 
reates a newso
ket. The so
ket is represented as an integer, and 
an be used the sameway as �le des
riptors.
• int bind (int so
ket, 
onst stru
t so
kaddr *address, so
klen_taddress_len ) binds the so
ket to an address .
• int listen (int so
ket, int ba
klog ) marks the so
ket to listen forin
oming 
onne
tions.
• int a

ept (int so
ket, stru
t so
kaddr *address, so
klen_t *ad-dress_len ) a

epts a 
onne
tion when the so
ket is set to listen forthem, therefore 
reating a server. The so
ket is used only for a

eptingnew 
onne
tions. A new so
ket is 
reated and returned for a
tual datatransmission.
• int 
onne
t (int so
ket, 
onst stru
t so
kaddr *address,so
klen_t address_len ) 
onne
ts the so
ket to an endpoint at ad-dress .
• ssize_t re
v (int so
ket, void *buffer, size_t length, intflags ) re
eives data through the so
ket . The return value indi
atesthe amount of data re
eived, or a negative error 
ode.
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• ssize_t send (int so
ket, 
onst void *buffer, size_t length, intflags ) sends data through the so
ket . The return value indi
ates theamount of data sent, or a negative error 
ode.
• int shutdown (int so
ket, int how ) shuts down send and/or re
eive op-erations of the so
ket . Being a �le des
riptor, int 
lose (int fildes ) isalso 
ommonly used to shut down both operations.Usage with TCPA simple 
onne
tion to a prede�ned address and port (
lient-like fun
tionality) 
anbe a
hieved by 
reating a new so
ket with so
ket(), and 
onne
ting it to the end-point with 
onne
t(). The so
ket is impli
itly bound to an appropriate interfa
ebased on the destination address, and 
onne
tion establishment starts. When 
on-ne
t() is su

essful, the 
onne
tion is established, and the so
ket is ready for trans-mitting (send()) and re
eiving (re
v()) appli
ation-level data. After transmissionsare 
ompleted, the so
ket 
an be shut down (shutdown()). [2, pp. 415-423℄A basi
 server is only a bit more 
ompli
ated. After the 
reation of a so
ket, itneeds to be bound (bind()) to a lo
al endpoint (an address and a port), and setto listen for 
onne
tions (listen()). After that, a

ept() 
an be used to wait for
onne
tions to the bound endpoint. Data transmission is done to the so
ket returnedby a

ept() (not to the one being listened), and when everything for the 
lient isdone, the returned so
ket 
an be shut down (shutdown()). If no more 
lients haveto be served, for example when the server is shutting down, the listened so
ket isshut down. [2, pp. 415-425℄.The real art of server programming lies in multiple 
on
urrent 
onne
tion han-dling, whi
h falls outside the s
ope of this thesis.2.2.2 Web servi
esIn addition to the transport layer, appli
ations 
an use appli
ation layer proto
olsand APIs built on top of them. Often 
alled web servi
es, the APIs o�er an appli-
ation and platform independent way to ex
hange information [21℄. We 
on
entrateon the HTTP sta
k mainly for the following reasons:1. Firewalls and proxies generally allow HTTP tra�
.2. Ease of use and popularity, partly be
ause many frameworks support HTTPat least on some level.The usage of HTTP has exploded with ever-growing number of servi
es. In away, it has be
ame a transport layer for appli
ations.



2. Conventional networking 8Web servi
es using HTTP are not gone through in the same detail as POSIXso
kets. Rather, two approa
hes to build a web servi
e are represented. Those areSOAP and representational state transfer.SOAPSOAP (on
e Simple Obje
t A

ess Proto
ol) is a proto
ol spe
i�
ation by W3C [20℄,using XML to ex
hange information. It is not spe
i�ed to use HTTP for ex
hange,so SOAP 
an be used on top of other appli
ation level proto
ols, too.A 
ommon use for SOAP is to o�er a 
ertain API to be used over the Inter-net. While there are other standards � su
h as CORBA � to a

omplish the same,SOAP seems to be popular perhaps due to the possibility to use HTTP, and thesimpli
ity and generality of the XML it utilizes. The API 
an be des
ribed withweb servi
e des
ription language (WSDL), helping the 
lient side 
ode generation.Many frameworks have either built-in or add on (like Qt) SOAP support.Representational state transferWhile SOAP is a proto
ol, representational state transfer (REST) is an ar
hite
turalstyle, born from observation and analysis of the Internet, and HTTP parti
ularly.It presents a fundamental view on how Internet-s
ale servi
es should be built.REST is a 
lient-server ar
hite
ture, where 
ommuni
ation is stateless. A 
lientholds the state of the session, and every request it makes is self-des
riptive allowingthe server to ful�ll the request without any per-
lient 
ontext. The la
k of 
ommuni-
ation state improves reliability (no partial a
tions) and s
alability (as long as server
an handle the requests, the number of 
lients does not matter). REST en
ouragesuniform interfa
e between 
omponents, de
oupling the implementation and allow-ing independent evolution of the 
omponents. The 
ommuni
ation is layered so that
omponent does not have to see beyond intermediary 
ommuni
ation party. Withthe uniform interfa
e, 
ommuni
ation 
an be optimized with 
a
hes (speed), proxies(redire
ting) and �rewalls (se
urity). REST also has a notion of 
ode-on-demand,whi
h allows fun
tionality of 
lients to be extended by downloading and exe
utingserver-de�ned 
ode. [3℄REST pays a lot of attention to data elements. Information is abstra
ted asa resour
e and further divided into stati
 and variable resour
es. Stati
 mappingis required to retain the semanti
s of the resour
es over the time, and resour
eidenti�ers are used for that. Communi
ation is abstra
ted into representations,where 
lient's request represents an a
tion to a 
ertain resour
e, and server's replyis an representation of the a
tion's result. [3℄REST is heavily in�uen
ed by HTTP's su

ess, and being 
ompatible with ea
h
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1000MbpsFigure 2.1: Sample home network and link speeds.other, HTTP is 
ommonly utilized when implementing the ar
hite
ture.2.3 Sample networksTwo samples are introdu
ed here to provide a hands-on approa
h to networking.The �rst one, home network, is an example of network used for providing a basi

onne
tivity for a handful of devi
es. The se
ond is a more advan
ed example,sket
hing how networks are 
onstru
ted on a larger s
ale.2.3.1 Home networkFigure 2.1 shows a basi
 home network. This parti
ular network represents author'shome network, and is an a
tual and working setup. Devi
es are 
onne
ted eitherthrough ethernet or WLAN depending on what is supported by the devi
e andpreferred by the user. Some 
ommon network 
omponents 
an be found from thesetup.
• Router is the 
omponent usually 
reating the home network. Nowadays mostentry-level routers have an ethernet swit
h and WLAN, whi
h form a lo
al areanetwork (LAN). Private IP address spa
e (usually 192.168.x.0/24) is reservedfor the lo
al network. A gateway to the Internet is provided with NAT3,and a basi
 �rewall setup is also possible, making the network se
ure against
ertain kind of atta
ks from the Internet. The router 
an be integrated to anADSL modem, thus minimizing the amount of devi
es and easing the networksetup. In Figure 2.1, there are two additional swit
hes used to extend thewired network.
• Servi
es 
an be o�ered by any devi
e 
onne
ted to the LAN. The routerusually o�ers some basi
 networking servi
es, like DHCP and wireless authen-ti
ation, whi
h are needed to 
onne
t to the network. Advan
ed servi
es, like3Network Address Translation is a 
ommon te
hnique to form a LAN behind one publi
 IPaddress.
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orporate network.shared storage or printing servi
es, 
an be o�ered by lo
ally 
onne
ted de-vi
es. The servi
es are only available on LAN due to �rewall features of therouter, and additional 
on�guration is needed to the router if the servi
e (su
has se
ure shell or web server) has to be a

essible from the Internet. In theexample network, the server o�ers its storage to lo
al devi
es through FT-P/NFS/Samba4 servi
es. Thus do
uments are always in one pla
e and 
an beeasily shared and ba
ked up.
• Clients � 
omputers and other devi
es utilizing the network and its servi
es� are usually 
onne
ted to the router. Often they just go to the Internet, butsometimes they also use the servi
es o�ered lo
ally. One example in Figure 2.1is the musi
 player, whi
h 
an play musi
 stored on the lo
al server or radiostreams from the Internet. There is no distin
tion between server and 
lient.Thus the 
lient 
an also have a role of the server, and provide servi
es to thenetwork.2.3.2 Corporate networkA 
orporate network builds on the same 
omponents as the home network � �re-walls, routers, swit
hes, servers and 
lients. It di�ers in size and is pi
tured on alogi
al level rather than 
omponent level. Due to bigger size, 
orporate network isoften divided into subnetworks based on lo
ation (department), purpose (labora-tory network), or other 
riteria. Servi
es 
an be divided to three 
ategories, global(Internet), 
ompany-wide (intranet) and lo
al servi
es (like printing). Unlike for4Di�erent storage servi
es are needed due to di�erent 
lient support.
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onne
tivity to the Internet from 
orporate network may not bene
essary or even allowed due to se
urity, performan
e, or other reasons.Corporate networks often allow a

ess from outside to some extent, for exampleto employees working from home or 
o�ee shops. Virtual private networks (VPN)are extensively used for this, allowing mobile 
lients to 
onne
t to the intranet anduse the servi
es it provides.Figure 2.2 represents 
onne
tivity of a simple, imaginary 
orporate network. Thenetwork has two se
tions; the intranet and the laboratory network. Intranet is builton three lo
ation-based subnetworks and has the possibility for nomad employees,su
h as travelling salesmen, to 
onne
t to the 
ompany's intranet through the VPN.Laboratory network is 
onne
ted to one of the subnetworks, and thus it is a

essiblefrom the whole intranet. The �rewall between subnetworks keeps the networksapart; if the laboratory network happens to be in a laboratory observing 
omputerviruses, it keeps the viruses from spreading to the intranet (and in worst 
ase, tothe Internet).
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3. MOBILE NETWORKING
Mobile networking is often dis
ussed as inter- and intra-a

ess, or respe
tively, mi-
ro- and ma
ro-mobility. Mi
ro-mobility is mobility inside a network, su
h as insidea 3G network, where handover between network a

ess points 
an be 
ontrolled.Thus, an illusion of 
ontinuous network 
an be 
reated in link layer, hiding someproblems of mobility. Ma
ro-mobility is mobility between networks, su
h as 3G andWLAN, where the networks are not �
ompatible� � i.e. di�erent network te
hnolo-gies, no 
ommon administration, and so on. In this situation, the 
hange of thenetwork usually breaks IP level 
onne
tivity. Many proto
ols have been proposedto address this and other issues of ma
ro-mobility.This 
hapter dis
usses ma
ro-mobility from the perspe
tive of mobile 
lient, witha notion of servi
e networks.3.1 Mobile networking 
hara
teristi
sMobile networking is basi
ally just a 
ombination of using a network, and movingaround. Using a network is a problem partially solved in the previous 
hapter.The network 
an be used the same way as 
onventional networks � with so
kets orhigher level APIs. However, this does not fully solve the problem, be
ause movingaround exposes us to a new �eld of problems. What should happen when one movesout of rea
h of a network? Or to rea
h of another network? What if the usage ofthe old network 
osts money and the new is free, but the 
hange would dis
ard allestableshed 
onne
tions? These are some examples asso
iated with the �eld we aredis
ussing.Mobility emphasizes some 
hara
teristi
s that have been less essential in 
onven-tional networking. Instead of stability, the environment is 
onstantly 
hanging. Thismeans 
onstant re
onne
ting, freezes in tra�
, and partial replies. While it is goodeven for a 
onventional appli
ation to be prepared for these, in mobile networkingthey are de�nitely an issue. It may require a notable amount of work to provide agood user experien
e when the network is �
onstantly� failing.Outside the rea
h of �own� network, mobile devi
es 
an use third-party networks,su
h as WLANs or 3G, to provide 
onne
tivity. The main di�eren
e between ownand third-party network is the administrator and 
ontrol; a third-party network hasits own management. Thus the use of third-party networks poses some 
hara
teris-
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s and 
hallenges.
• Usage 
osts. Conne
tivity 
osts may be based on 
onne
tion time (modems),transferred data (3G networks), periodi
 (monthly) fees, pay-per-use (internet
afés), lo
ation (long-distan
e 
alls, 3G abroad), or mix of basi
ally anything.The variety of 
osts makes it hard to estimate the total expense and 
ompli-
ates the de
ision whether to use the network.
• Varying 
onne
tivity. It might be that the servi
e is �ltered (used port is�rewalled) or unrea
hable (not 
onne
ted to the Internet) in a third partynetwork, thus being unusable even though the devi
e itself is 
onne
ted. Also,network throughput and laten
y may vary dramati
ally. If a laptop �drops�from ethernet to GPRS, the throughput may fall from 1Gbit/s to 28.8kbit/s,and laten
y in
rease from tens to hundreds of millise
onds. A third-partynetwork may also require authenti
ation with di�erent me
hanisms like WLANpasswords or web-based authenti
ation before 
onne
tions 
an be established.
• La
k of advan
ed fun
tionality. All third-party networks 
annot be assumed tosupport 
ertain fun
tionality, if it requires some �spe
ial� 
omponents to existon the network. The la
k of 
omponents assisting roaming is the most notablefun
tionality in the 
ontext of this thesis. Conventional networking fun
tion-ality with some limitations (mostly by �rewalls) 
an usually be expe
ted froma third-party network.
• Weakened IP level se
urity. Some networks, su
h as unen
rypted WLAN orethernet hub, may allow anyone to listen to the tra�
 and extra
t sensitiveinformation from it. This 
an be prevented by using only trusted networks(not any available) and transport layer se
urity proto
ols, su
h as SSL.Battery 
onsumption is also an important fa
tor in mobile devi
es. Networkingmay draw notable amount of power and thus redu
e the operation time of the devi
e
onsiderably. The more 
onne
tivity is provided, the more power is 
onsumed. Inmobile environments, this has to be taken into a

ount. Basi
 improvements areto turn unne
essary network interfa
es o�, redu
e the interval of network dis
overyand adjust the power used for transmitting and re
eiving data. These may produ
eminor side e�e
ts for appli
ations, like in
reased 
onne
tion establishment times.For appli
ations targeting mobile environment, the battery usage of the appli
ationshould be investigated. By simply 
losing 
onne
tions when they are not needed fora while, power 
an be saved and operation time lengthened.3.2 Bearer managementBearer management is the pro
ess of using the right bearer for the 
urrent purpose.



3. Mobile networking 14There are three parties who 
an 
hoose the bearer, and thus three perspe
tivesto bearer management:
• User is usually interested of 
osts of using the bearer, whether it is mon-etary or power 
onsumption. Being a human, simpli
ity and �easyness� ofbearer management also 
ounts, whi
h often leads manufa
turers to in
ludesome bearer management automation into systems. The 
hosen bearer andmanagement strategy a�e
t the experien
e user re
eives.
• Appli
ation is 
on
erned about rea
hability and user experien
e. It may notwant to use 
ertain bearer, if the desired destination is not rea
hable throughit. As a part of the user experien
e of mobile devi
e, the appli
ation may alsobe interested of bearer sele
tion � espe
ially if user's a
tion is needed when
onne
tions break.
• System handles bearers and routes the tra�
. Handling bearers in
lude set-tings (su
h as WLAN password) handling and resour
e management (su
has transmission power management). System routes the tra�
 to the rightbearer.Usually the pro
ess of 
hoosing the bearer is divided between the parties, whi
hbalan
es the perspe
tives. For example, it may be possible for a user to prioritizebearers, whi
h the system then automati
ally tries in order from the most to theleast preferred.The management of bearers 
an be divided into three phases whi
h are dis
ussednext. A symptom of multi-bearer management � 
alled multi-homing � is alsovisited.3.2.1 Dis
overyThe result of a dis
overy is a list of available a

ess points or networks. The moremobile the devi
e is, the more the list �lives� over time.Dis
overy may draw some power, su
h as a s
an for available WLAN networksdoes, and is thus optimized: the dis
overy is usually done only when a
tually needed� like when some appli
ation has requested network 
onne
tion � and the results are
a
hed for some time.Dis
overy is usually delegated to a system, whi
h does it automati
ally for ap-pli
ation or user. If the dis
overy draws power, the user is often presented withan option to turn o� the automati
 dis
overy, and to perform it manually whenne
essary.
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tionAfter a list of available a

ess points is obtained, the next phase is to sele
t themost appropriate one for use. Conventionally (for example in early laptops, havingWLAN and ethernet) the user has a�e
ted a lot in this phase, even to the extent ofmanually sele
ting the a

ess point ea
h time. Mobile devi
es, su
h as phones, haveautomated the sele
tion in simple 
ases, and have user-adjustable settings and rulesfor harder ones, making the sele
tion straightforward in most 
ases.Some mobile platforms allow appli
ations to 
ontrol the sele
tion (for example,restri
t only to WLAN), or may 
onsult appli
ations for their opinion of a

esspoints.After the sele
tion is done, appli
ation is ready to start networking.3.2.3 RoamingDis
overy 
an be 
ontinued after the a

ess point is sele
ted. New, more preferablea

ess points 
an be found, or the 
urrently sele
ted one may wither (QoS drops)or disappear (WLAN goes out of rea
h). It is time to do some roaming � to de
idewhether to 
hange to the newly found a

ess point on-the-�y, or to sti
k with theold one. The term �roaming� usually refers to the �rst option.The roaming on mi
ro-mobility (L2, link layer) s
ale is rather unnoti
eable to theappli
ation. Therefore we 
on
entrate on ma
ro-mobility (L3, Internet/transportlayer) roaming.The main motivation to 
ontinue with the same a

ess point is the a
hieved 
on-ne
tion state. For example, if a heavy login pro
edure is 
ompleted, or unresumabledownload is going on, it might be impossible to 
hange and start all over again.Another reason for sti
king may be that the servi
e is not simply rea
hable from thenew a

ess point, or the new a

ess point does not o�er any better servi
e. Chara
-teristi
s driving to 
hange the 
urrent a

ess point are the opposites; the new a

esspoint is better in some way (
heaper, faster, ...), the 
onne
tions are light-weightand renegotiable, or the 
urrent one is unusable (out of rea
h).Seamless mobilityRoaming to a new a

ess point tends to break the existing 
onne
tions, whi
h is anundesirable e�e
t. Di�erent proto
ols have been invented to over
ome this limita-tion. When these proto
ols 
an be used, the barrier for roaming is lower be
ausethe 
onne
tions do not break. We shortly review one of these, Mobile IP, whi
h isan IETF standard proto
ol for maintaining a permanent IP address while roamingbetween networks.Mobile IP, spe
i�ed in RFC 3344 [17℄ for IPv4, de�nes two addresses for a mobile
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e. A home address is permanent, and 
are of address (CoA) temporary. Whenthe devi
e roams, it keeps its home agent aware of its 
urrent CoA. The home agentre
eives data from home address and tunnels it to the devi
e. Transmission is donefrom CoA to destination, but using the permanent home address and foreign agent,whi
h a
ts as middle man.Like the Mobile IP, the proto
ols providing seamless IP-level networking oftenutilize additional networking 
omponents. These 
omponents may not be availablein all networks, and thus seamless mobile networking 
an not always be provided.Automati
 and appli
ation level roamingFrom an appli
ation point of view, there is two kinds of roaming. Automati
 (some-times 
alled for
ed) roaming means that the system (or the user) makes the roamingde
isions for appli
ation. This usually leads to uniform roaming behaviour on systemlevel and is less laborous to the appli
ations, be
ause there is no need to implementde
ision logi
. On other hand, the roaming may happen anytime to any a

ess point,breaking the 
onne
tion at a 
riti
al moment and leading to unfavourable bearer forthe appli
ation. On some systems, there is a way to inform the appli
ation of roam-ing, but on other, the appli
ation only sees old 
onne
tions failing (timeouts, resets,et
).Appli
ation level roaming (ALR) is a more sophisti
ated me
hanism, where thesystem 
onsults appli
ations on the roaming de
isions. This allows appli
ations tomat
h the roaming behaviour with appli
ation-spe
i�
 proto
ols and needs, andgenerally 
ontrol the roaming experien
e. For example, an appli
ation 
an disableroaming while downloading a large, unresumable �le from network (yet it might payo� to restart with faster network � it is up for the developer to de
ide).Automati
 and appli
ation level roaming are not ex
lusive. Both system andappli
ation may support the both kinds at the same time.3.2.4 MultihomingMultihoming means that instead of (n)one, a devi
e has multiple IP addresses. Thissituation may arise when multiple interfa
es, su
h as a

ess points and links, are
onne
ted simultaneously. Alternatively, a single interfa
e may have multiple IPs.Conventionally multihoming has been used to in
rease the reliability of links bymultiplying them. Routing proto
ol is then used to re
over from a failing link sothat the tra�
 �ow 
ontinues as normally as possible.In mobile networking, multihoming still means that multiple networks are 
on-ne
ted simultaneously, but the reason and out
ome is di�erent. One reason is roam-ing. For example, when appli
ation A roams to a newly found a

ess point and
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ation B does not, it leads to multihoming. In this 
ase, the devi
e needs tomaintain a 
onne
tion to the 
urrent a

ess point, and open a new one to the founda

ess point. Another reason � in mobile phone industry � is that MMS messagesmust be sent through a 
ertain 3G network, whi
h is not suitable for browser, forexample. Thus, if a MMS is sent while browsing, both networks must be 
onne
ted.This makes the devi
e multihomed.Multihoming poses some 
hallenges to the devi
e. First of all, better 
onne
tivitymeans bigger power 
onsumption, and possible extra 
osts if done 
arelessly. Se
-ondly, there is a routing problem when two networks have overlapping IP spa
es. Iflink A and B both provide a

ess to 192.168.0.0/241, through whi
h link a so
ketto 192.168.0.40 should be 
onne
ted? Links may be 
onne
ted to di�erent networksand with a wrong 
hoi
e, the endpoint is unrea
hable. Solution for this is presentedlater in Qt bearer management (Se
tion 4.5). Finally, 
onne
tions may render others�impossible�. For example, usually only one WLAN a

ess point may be 
onne
ted,or in
oming 
all 
eases data tra�
 in 2G network. The devi
e needs to take theseinto 
onsideration.3.3 Servi
e networking 
on
eptA servi
e network is simply a group of a

ess points representing a network o�ering
ertain servi
es. A pra
ti
al example is a 
orporate network, whi
h 
an be a

essedthrough VPN from the Internet, and WLAN or ethernet at the o�
e. The essentialthing is that the 
orporate network provides servi
es, whi
h are available through
ertain me
hanisms (like the VPN) or a

ess points (like the WLAN or ethernet).Thus, by grouping these a

ess points to a servi
e network, the system 
an provideappli
ations a simple way to 
onne
t to these servi
es � just 
onne
t to the servi
enetwork.Basi
ally, �servi
e networks� 
ould be o�ered as an a

ess point (but then wewould not need the term). VPN is an example of su
h 
ase, where by simply
onne
ting to VPN, the servi
es are available for appli
ation. A single a

ess pointis su�
ient also for MMS, be
ause the MMS messages are sent over 
ellular network.However, if the servi
es 
an be a

essed through multiple a

ess points, mappingservi
es to 
ertain a

ess point is 
ertainly not a suitable solution. Also, by groupingthe a

ess points, appli
ations are allowed to roam �inside� the servi
e network.One network available from multiple a

ess points is the Internet, whi
h 
an also beunderstood as a servi
e network. Usually the Internet is default servi
e network forthe appli
ations that do not implement servi
e network support.1192.168.0.0/24 is a 
ommon IP address spa
e for private network. The spa
e spans from192.168.0.0 to 192.168.0.255.



3. Mobile networking 183.4 Conventional mobile networkingThis se
tion dis
usses various 
onventional methods that 
an be used with mobilenetworking, if there is no framework support available.On so
ket (transport) level, so
kets 
an be bound to a spe
i�
 address. Bybinding a so
ket to the IP address of a desired interfa
e, the so
ket 
an be set touse that interfa
e. When the so
ket is 
onne
ted (or a

epted), tra�
 �ows throughthe desired interfa
e.An alternative way to bind a so
ket to a 
ertain interfa
e is to use SO_BINDTODE-VICE so
ket option, whi
h bypasses the routing table and binds the so
ket straightto the devi
e or interfa
e. Unfortunately, only Linux has support for this option.For the 
ase where the destination network has an unique IP address blo
k, so
ketoption SO_DONTROUTE may be an appropriate way to 
onne
t to that network whenit is available. SO_DONTROUTE sets the so
ket to use the interfa
e whi
h is 
onne
tedto the destination dire
tly without routing (IP address and subnet mask mat
h).However, IP addresses tend to 
hange 
onstantly while roaming, making thenetwork sele
tion a tedious job. Every so
ket has to be re
reated, rebound andre
onne
ted. It should also be noted that interfa
e may not be 
onne
ted to thesame network all the time, whi
h is the 
ase for WLAN interfa
e, making bindingto the 
ertain devi
e useless in some 
ases. If multiple interfa
es 
an 
onne
t tomultiple networks, �guring out the right interfa
e for the desired network is evenharder.VPN is another tool for mobile networking. It is 
ommonly used to rea
h a
ertain servi
e network, as in the 
orporate network example (Se
tion 2.3.2).Mobility Support for up
oming IPv6 is proposed in RFC 3775 [18℄. MobilitySupport is similar to Mobile IP (for IPv4), and improves seamless 
onne
tivitywhen supported. One of the main di�eren
es to IPv4 implementation is the la
kof �foreign agents�, whi
h means that no additional features are needed from third-party network, making it easier to implement the Mobility Support. Home agentsare still required.As demonstrated, the methods of 
onventional networking 
an be used for mo-bile networking, but they fall short when sophisti
ated handling of 
onne
tivity isneeded. Qt framework 
ontinues from here by providing support for servi
e networksand roaming (for appli
able platforms).
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4. MOBILE NETWORKING WITH QT
Qt is a powerful C++ 
ross-platform appli
ation and UI framework. The frameworkis divided into modules, and ea
h module provides a support for 
ertain fun
tion-ality. Table 4.1 provides a general view of Qt's modules and fun
tionality set.Appli
ations written with Qt 
an be deployed a
ross desktop, mobile and embed-ded systems without rewriting the sour
e 
ode. Qt in
ludes a 
ross-platform 
lasslibrary, integrated development tools and a 
ross-platform IDE. [12℄The beginning of this 
hapter gives an introdu
tion to Qt, and for those alreadyfamiliar with it, Se
tion 4.5 
ontinues with the bearer management library.4.1 Ba
kgroundThe Development of the Qt framework was started in 1990 by Haavard Nord andEiri
 Chambe-Eng. They initially needed �an obje
t-oriented display system� andby 1993, the �rst graphi
s kernel and widgets were running. Haavard suggestedgoing into business, and in 1995 the �rst publi
 release (Qt 0.90) was publishedby Trollte
h. By the end of 1996, Qt 1.1 was released with 18 li
enses sold to 8
ustomers. [1℄Around 1996 KDE proje
t was born to 
reate a 
onsistent and easy-to-use desktopenvironment for Unix. The father of the proje
t, Matthias Ettri
h, 
hose to use Qttoolkit for the proje
t and other programmers joined. Qt be
ame de fa
to standardfor C++ GUI development on Linux. Ettri
h later joined Trollte
h. [1℄Qt 2.0 was released in 1999 with a new open sour
e li
ense, Q Publi
 Li
ense(QPL). Qt has been dual-li
ensed with a 
ommer
ial and a free software li
ense sin
eversion 0.90, and apparently the latter was now repla
ed with the QPL. The li
ensing
hanged on
e more in 2000 to 
ommer
ial and GPL li
ense, when a lightweight X11repla
ement, Qt/Embedded (later Qtopia, then Qt Extended, now dis
ontinued)was released. [1℄Qt 3.0, a major redesign of Qt 2.0, was released in 2001. It was supportedon Windows, Ma
 OS X, Unix, and Linux (desktop and embedded). The nextmajor advan
e, Qt 4.0 was released on 2005 in
luding new 
ontainers, advan
edmodel/view fun
tionality, improved 2D framework, and Uni
ode text editing 
lasses.[1℄On 2008 Nokia a
quired Trollte
h, whi
h was renamed as Qt Software. On Mar
h
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Table 4.1: Modules of Qt 4.5Modules for general development:QtCore Base 
lasses for Qt and other modules.QtGui GUI 
lasses.QtNetwork Networking 
lasses (Se
tion 4.3.5).QtOpenGL OpenGL (3D) support.QtS
ript Classes aiding s
ripting.QtS
riptTools S
ripting tools, like debugger.QtSql Integration to SQL databases.QtSvg SVG support.QtWebKit Web browser engine integration.QtXml Classes for handling XML.QtXmlPatterns XQuery and XPath support.Phonon Multimedia framework.Qt3Support Classes to ease transition from Qt3.Qt tool modules:QtDesigner A

ess to Qt Designer.QtUiTools Classes for handling Qt Designer forms.QtHelp Help system.QtAssistant Qt Assistant (online help) laun
her.QtTest Unit testing 
lasses.Extension modules to utilize A
tiveX: (Windows only)QAxContainer Extension for a

essing A
tiveX.QAxServer Qt appli
ation as COM server.Extension modules to utilize D-Bus: (Unix only)QtDBus Integration to D-Bus.



4. Mobile networking with Qt 21Table 4.2: Qt availability for di�erent platforms. [12℄Platform NotesAIX For PowerPC.Embedded Linux For ARM and Intel 32-bit. Emdedded is for systems with-out X11.HPUX For PA/RISC and Intel Itanium.Linux For Intel 32/64-bit.Ma
 OS X For PowerPC and Intel 32/64-bit.Solaris For SPARC and Intel 32-bit.Windows XP & Vista For Intel 32/64-bit.Windows CE For Intel 32-bit, ARMv4i and MIPS.S60 Te
hnology preview.Maemo Support announ
ed by Nokia.FreeBSD Community support.NetBSD Community support.OpenBSD Community support.2009, Qt 4.5 was released and LGPL version 2.1 li
ensing option was added [9℄.Qt is available for various platforms presented in Table 4.2. It is also adopted bymany di�erent organizations and 
ompanies for various uses. Nokia, world leader inmobility and owner of the Qt Software, is porting Qt to S60 and Maemo platforms[8℄. K Desktop Environment is an open sour
e proje
t and part of Qt's su

ess.KDE is shipped with Qt, and uses heavily its features to produ
e a high-qualitydesktop environment [7℄.4.2 Li
ensingQt is available in three li
ensing options [11℄, whi
h are designed to support var-ious kinds of software development. Thus the development 
an be open and/or
ommer
ial, under GPL or other li
ense, or even 
losed sour
e.
• Qt GNU GPL v. 3.0 is a free li
ense, available for the development of opensour
e software governed by the GNU GPL version 3.0 (GPLv3). Essentially,the sour
e 
ode must be provided by the software distributor.
• Qt GNU LGPL v. 2.1 (sin
e Qt version 4.5) is free and requires 
hangesmade to Qt to be available as sour
e 
ode. Proprietary appli
ations 
an be
reated in a

ordan
e with the GNU LGPL v. 2.1 (LGPL) terms. A 
ommoninterpretation of the LGPL is that it is allowed to link an appli
ation witha LGPL library as long as its possible for the user to relink with a di�erentversion of the library. This li
ense is also suitable for non-GPL open sour
eproje
ts, and also allows 
onverting li
ense to GPLv3 later.
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• Qt Commer
ial Version. The 
ommer
ial version allows software distributionwithout sour
e 
ode. It is targeted for developers who do not want to share thesour
e 
ode. This applies to both appli
ation and 
hanges made to Qt. GPLor LGPL li
ensed Qt 
omponents 
an not be in
orporated, and Qt Commer
ialLi
ense must be pur
hased before the development starts.KDE Free Qt Foundation was formed by Trollte
h and KDE e.V.1 in 1998 toguarantee the availability of the Qt framework for the development of open sour
esoftware. An agreement between the foundation and Trollte
h was made, giving thefoundation the right to release Qt under a BSD-style li
ense in 
ase Trollte
h dis-
ontinues the development of the Qt [19℄, [6℄. BSD li
enses are very permissive freesoftware li
enses, allowing unlimited redistribution for any purpose. The agreementpra
ti
ally means that Qt will always be available as open sour
e.4.3 Te
hni
al features of QtThe Qt framework in
orporates some unique te
hni
al features �under the hood�.This se
tion brie�y visits some 
entral me
hanisms of Qt 4.5. Qt Mobility API(Se
tion 4.4) and 
lasses explained on Se
tion 4.5 are available sin
e Qt 4.6 (released1st November 2009 [10℄).For more detailed and up-to-date information of the features, the reader is referredto Qt Online Referen
e Do
umentation [12℄.4.3.1 Signals and slotsSignals and slots is Qt's way to handle obje
t 
ommuni
ation. It is widely deployedand one of the �rst things en
ountered when going through the Qt tutorials. Inshort, a signal is emitted when an event o

urs (for example, slider has been moved)and the slots rea
t (adjust volume) on these events. De�ning whi
h slot rea
ts towhi
h signal is done by 
onne
ting the signal to the slot. Thus 
onne
ting the movesignal of the slider to the adjust volume slot 
reates a slider, whi
h 
ontrols theaudio volume. Signal 
an 
ontain additional information, whi
h is passed to slot asa member fun
tion parameter(s). Signal 
an also be 
onne
ted to multiple slots orto another signal.Signals are about ten times slower than traditionally used 
allba
ks. Thereforethe me
hanism should not be used in some performan
e-
riti
al pla
es, su
h as toemit every single byte read from a disk. When used wisely, however, the performan
edi�eren
e to 
allba
ks tends to be insigni�
ant in real appli
ations while giving theadvantage of loose relations between obje
ts. The emitter of a signal does not have1KDE e.V. is a non-pro�t organization representing KDE in legal and �nan
ial matters. e.V.stands for eingetragener Verein, whi
h means registered asso
iation.
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are) about the slots 
onne
ted to the signal. The slot does not haveto know if it is 
onne
ted, either.4.3.2 Meta-Obje
t Compiler, mo
While meta-obje
t 
ompiler is not an a
tual feature, being familiar with it helpsunderstanding other features.In brief, mo
 is a program used to handle Qt's C++ extensions, su
h as signalsand slots. It reads C++ �les and produ
es a meta-obje
t 
ode of the 
lasses havingQ_OBJECT ma
ro. The meta-obje
t 
ode is vital for signals and slots me
hanism,run-time type information and dynami
 property system. Moreover, mo
 does someadditional 
ode diagnosti
s like 
he
ks for illegal 
onstru
ts. Unfortunately it pla
essome limitations for the header �les (.h), see [12℄.Qt's build fa
ility, qmake, runs mo
 and links mo
-
reated 
ode automati
ally.Therefore the developer rarely needs to 
all mo
 dire
tly.4.3.3 QObje
t treesQObje
t trees are a way to organize QObje
ts. When organized as trees, the 
hildobje
ts are deleted when their parent is, thus easing the resour
e handling. Man-ual deletion with delete still is possible, be
ause 
hilds remove themselves fromtheir parent when deleted. For example, windows are 
onstru
ted of smaller areas(panels, bars, buttons, et
), and by �treeing� these obje
ts the developer only has toworry about �important� obje
ts. Following the example, when the window is 
losed(deleted), it automati
ally deletes all its 
hildren, e�e
tively releasing all resour
esreserved in the tree for the window.Obje
t trees 
an also be walked up (parent()) and down (
hildren()), anddebugged (dumpObje
t[Tree|Info℄()).For QObje
ts 
reated in sta
k (i.e. not allo
ated with new), 
are must be takento 
onstru
t the parent before its 
hildren. This way, the 
hildren are destru
ted(and removed from the parent) before the parent is. Doing the opposite leads todouble destru
tion � that is, to problems.4.3.4 QObje
t propertiesQt's property system is a 
ompiler- and platform-independent library, based onMeta-Obje
t System (MOS). The property system 
an be used to loosen the relationsbetween QObje
ts the same way as with the signals and slots feature. Properties forQObje
ts are de
lared with Q_PROPERTY() ma
ro, and 
olle
ted with mo
. De
laredproperty behaves like a 
lass data member, but 
an additionally be a

essed through
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an have di�erent a

essors, whi
h are bound to the memberfun
tions:
• READ for reading the value.
• WRITE for setting the value.
• RESET for resetting to the default value.
• DESIGNABLE for property editor visibility (default true, visible).
• SCRIPTABLE for s
ripting a

ess (default true, a

essible).
• STORED to hint whether value is stored (true) or 
al
ulatable (false).
• USER to hint that (end-)user 
an edit this value (default false, deny).After de
laring a property, it 
an be read and set (when WRITE fun
tion isde�ned) with QObje
t's property(
har* name) and setProperty(
har* name,QVariant& value) -fun
tions, or straight with the bound member fun
tions whenthe 
lass is known at 
ompile time.New properties 
an be dynami
ally added at the runtime just by 
alling setProp-erty fun
tion with a new property name. If the given property is already de�ned,setProperty returns true or false whether the value 
an be set to the propertytype.In addition to the properties, QObje
ts 
an also de�ne invokable memberfun
tions with Q_INVOKABLE ma
ro. When the de�nition of member fun
tionis prepended with the ma
ro, the fun
tion 
an be invoked through QMetaOb-je
t::invokeMethod().QObje
t properties 
an be used with Qt's ECMAS
ript interpreter, 
alled QtS
ript, whi
h allows QObje
ts to be s
ripted with JavaS
ript. Qt makes QObje
t'sslots automati
ally available for use in the s
ript (slots are publi
ly available for any
lass), and other variables and fun
tions 
an be exported through the QObje
t'sproperties.4.3.5 QtNetwork moduleQt's networking fa
ilities are provided by the QtNetwork module. This se
tionprovides an overview to the module, and shortly presents the 
apabilities of the�standard� Qt networking.Qt has no POSIX-like API, but it wraps the so
ket fun
tionality inside QT
p-So
ket, QT
pServer, and QUdpSo
ket 
lasses. Of these, the QT
pServer presentsthe server fun
tionality with TCP (for UDP, servers are impli
it), and the rest
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ilities. Both IPv4 and IPv6 are supported. SSL/TLSen
rypted TCP so
kets are available through QSslSo
ket 
lass, with server fun
-tionality also available.Besides the basi
 fun
tionality, HTTP and FTP 
lient fun
tionality is supportedthrough the 
lass QNetworkA

essManager. Lega
y 
lasses, QHttp and QFtp, arealso in
luded, but QNetworkA

essManager is re
ommended over both for a simplerand more powerful API.QtNetwork in
orporates proxy fun
tionality, whi
h supports all previously men-tioned 
lasses. The fun
tionality is o�ered with QNetworkProxy 
lass. Proxy settingsare de�ned to the 
lass' instan
e, whi
h is then set as the appli
ation-wide proxywith QNetworkProxy::setAppli
ationProxy().4.4 Mobility APIMobile devi
es, like phones, often share some fun
tionality. Most (if not all) phoneson the market have a phonebook, where the user 
an store important 
onta
ts. Toname another 
ommon fun
tion, phones also do networking over many bearers �most high-end phones today have WLAN, 3G and Bluetooth to 
hoose from. Theseand many more fun
tionalities are usually o�ered through 
ustom platform-spe
i�
APIs, making 
ross-platform development a di�
ult and tedious job. This is wherethe Mobility API steps in.Qt Mobility API is a suite of APIs targeted for mobile devi
e fun
tionality. Itis 
urrently announ
ed for Symbian, Windows CE, and Maemo platforms, and pro-vides an uniform, 
ross-platform API for fun
tionality su
h as 
onta
t and bearermanagement. The Mobility API eases the development targeting mobile platforms,allowing developers to 
reate one solution that 
an be deployed a
ross multiple plat-forms. This is a signi�
ant advantage for mobile phone manufa
turers, operators,and third party developers, who now 
an support multiple platforms with a single
odebase.The Mobility API already has some frameworks and APIs announ
ed, whi
h wewill go through shortly to review the 
urrent possibilities for 
ross-platform mobiledevelopment.
• Servi
e framework allows 
lients to dis
over and use servi
es o�ered byother Qt appli
ations. The dis
overy 
an be done based on servi
e name andversion, or its interfa
e de�nition (where Qt's meta-obje
t system assists).After the dis
overy, the framework starts the servi
e and gives a pointer toit to the 
lient. As in the most 
lient-servi
e s
hemes, a servi
e 
an also useother servi
es, thus playing a 
lient and server role at the same time.
• Conta
ts provides a set of APIs for requesting 
onta
t data from lo
al and/or
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kends. The 
onta
t data is stored in a platform-spe
i�
 manner,but the intention is to keep this hidden from Qt perspe
tive and provide detailsin a platform and datastore independent manner.
• Context framework provides a

ess to Qt value spa
es. A value spa
e is asingle, 
onsistent and tree-like datamodel. Appli
ations 
an read the values,navigate the hierar
hy and subs
ribe for value 
hange noti�
ations. For ex-ample, information about 
harge level and state of the devi
e's battery 
an beprovided to /devi
e/battery/
harge and /devi
e/battery/state. Clients
an then read the values and be signaled when they 
hange.
• Lo
ation enables appli
ations to be position-aware by providing lo
ationdata. It in
orporates di�erent te
hnologies su
h as GPS and 
ell ID posi-tioning, and provides a latitude-longitude 
oordinate with a date and time.
• Multimedia provides a set of APIs to play and re
ord media, and to managea 
olle
tion of media 
ontent.
• Messaging enables messaging servi
es su
h as SMS, MMS, email and XMPP.Sear
hing and sorting, sending and re
eiving, and 
omposing of messages aresupported.
• Bearer management 
ontrols the bearers used for networking. It is dis
ussedin detail at the next se
tion.The Mobility API evolves with the (mobile) world and devi
es, and a more 
ompre-hensive list with newest APIs 
an be found from Qt Online Referen
e Do
umentation[12℄.4.5 Bearer Management Library2Bearer management in Qt is fo
used on providing appli
ations an a

ess to thedesired (servi
e) network. The bearer management library represents network 
on-ne
tivity of the underlying system to Qt appli
ations, allowing them to 
ontrol sys-tem's 
onne
tivity state. This state is used when appli
ation a

esses the network(by 
reating a so
ket, for example). The library 
an be used for many purposes,in
luding:
• Sele
t the a

ess point used by so
kets.
• Get indi
ations of roaming possibilities, and roam (or deny it).2Bearer management library is a part of Qt Mobility API (dis
ussed in Se
tion 4.4), but hasits own se
tion due being 
entral to the subje
t of this thesis.
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• Find out system's 
onne
tivity 
apabilities and its 
onne
tivity 
on�guration,and monitor it.It is important to note that the bearer management library does not support
on�guration of networking settings. For example, it is not possible to 
hangeinterfa
e's IP or to add new WLAN a

ess point 
on�guration to system. Neither ithandles network 
onne
tions (the a
tual so
ket sessions) made by the appli
ation.Bearer management library is also used by Qt's QNetworkA

essManager 
lass.To use this library, it is essential to understand two of its 
ore 
on
epts: network
on�guration and network session.4.5.1 Network 
on�gurationA network 
on�guration is an abstra
tion of one or multiple a

ess points. It repre-sents a single a

ess point or servi
e network. However, it does not 
ontain 
onne
-tion settings (like IP address, WLAN passwords or dialling number) and delegatesa
tual 
onne
tion 
reation, managing and 
losing to the a

ess point it represents.For example, a 
on�guration named �University� (the naming is not de�ned byQt) 
an be a WLAN a

ess point. In this 
ase, the system simply maps this 
on�g-uration to the WLAN a

ess point. The same 
on�guration 
an also be a group ofa

ess points, 
ontaining WLANs, VPN 
on�gured over 3G and a modem 
onne
-tion. This is a �servi
e network� in Qt terminology. When a network session usingservi
e network 
on�guration is opened, the system sele
ts an a

ess point from thegroup by its own preferen
es.The servi
e network 
on�gurations are bene�
ial when a 
onne
tion to a par-ti
ular destination network is needed. Su
h network may not be available throughevery a

ess point, for example the sample home network dis
ussed earlier is nota

essible through 3G �whi
h is through the Internet� due to the router's �rewall
on�guration. Spe
ial settings and pro
edures may also be needed when 
onne
tingto the network, whi
h is the 
ase with VPN. Su
h a

ess point 
an be de�ned as anew a

ess point to the servi
e network.A

ess point grouping is also a ne
essity for roaming in the servi
e network, asother a

ess points from the group 
an be used if some be
ome unrea
hable orpreferable over 
urrent a

ess point. A 
ommon example of this is mobile browser
hanging bearer from WLAN to 3G, be
ause the user walked out of e�e
tive WLANarea.QNetworkConfiguration is Qt's 
lass to 
ontain the network 
on�guration. Itprovides information about 
on�gurations' purpose (Purpose), state (StateFlags),and type (Type).
• Purpose spe
i�es the purpose the 
on�guration is for. For example, a Private
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on�guration is suitable for a

essing a private network and a Publi
 for theInternet.
• StateFlags spe
i�es the state of the 
on�guration. For example, a Defined
on�guration is properly set up but not 
urrently usable (su
h as unpluggedethernet), and A
tive is already in use (maybe by some other appli
ation).This also applies to servi
e networks, where a Dis
overed one means that oneof the a

ess points de�ned in servi
e network is Dis
overed � and so on. The�ags A
tive, Dis
overed and Defined are de�ned so that the former impliesthe latter.
• Type identi�es Servi
eNetworks and InternetA

essPoints. For the former,a list of a

ess points is available through the method 
hildren(). There isalso a spe
ial pla
eholder, UserChoi
e, to indi
ate that the system resolves thea
tual 
on�guration. The system may 
onsult the user, as the name implies.QNetworkConfiguration has also a name, whi
h 
an be shown to the user, andan identi�er, from whi
h the same 
on�guration 
an be later 
onstru
ted usingQNetworkConfigurationManager.4.5.2 Network sessionNetwork session is a bearer management 
on
ept for sele
ted network 
on�guration.In the simplest 
ase, the session is opened to a 
on�guration having only one a

esspoint, and opening and 
losing the session starts and stops the a

ess point togetherwith the interfa
e (bearer) it uses.Network session may be used for roaming 
ontrol if the 
on�guration is a servi
enetwork. For for
ed roaming, the platform informs the session when the roaming hashappened. For appli
ation level roaming, the platform 
onsults the session whetherit wants to roam to a new 
on�guration, or to 
ontinue using the 
urrent one. Thesupport for roaming �avour is dependent of the platform and 
an be 
he
ked fromsystem 
apabilities at run-time.It is possible to have multiple sessions to di�erent networks. Besides QUdpSo
ket,there is no way to bind a so
ket to the 
ertain 
on�guration or interfa
e, whi
h limitsthe use of this feature with Qt 4.5. However, when the bearer management API ismigrated to Qt in the future, broader fun
tionality will be supported.QNetworkSession is bound to one QNetworkConfiguration and allows the ap-pli
ation to use the 
on�guration through open and 
lose slots. If the platform hasa DataStatisti
s 
apability, the appli
ation 
an also 
olle
t usage statisti
s of the
on�guration. With a signal stateChanged(), it is possible for the appli
ation torea
t on session's 
onne
tivity state 
hanges, for example handle UI while roaming.
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on�guration, it emits the newConfigurationA
tivated() signal, allowing thesession to either a

ept() or reje
t() the new 
on�guration. Suitability of the new
on�guration 
an be examined at this point. By reje
ting the new 
on�guration,the old one stays in use. For more sophisti
ated roaming (ALR), appli
ation 
an
onne
t to preferredConfigurationChanged() signal to 
onsult the system aboutappli
ation's preferred 
on�gurations. The signal is automati
ally emitted wheneveradequate, so no manual a
tions (like s
anning) are needed to re
eive it. It should benoted that the system de
ides whether the newly found 
on�guration is preferredbefore emitting the signal. This way, the system (or the user) 
an set the generalpriority of 
on�gurations.Details regarding roaming 
an be queried through QNetworkSession's properties.As the 
onfiguration() always returns the base 
on�guration on whi
h the ses-sion was 
onstru
ted, �A
tiveConfiguration� identi�es the a
tual 
on�gurationused while roaming. �UserChoi
eConfiguration� returns the 
on�guration solvedduring opening, if the session was of type UserChoi
e. �Conne
tInBa
kground� isa writable property, intended to be used by ba
kground appli
ations. When set totrue and a user 
onsultation is needed, the 
onne
tion fails instead, and the user isnever 
onsulted.4.5.3 System 
apabilitiesDi�erent platforms have di�erent 
apabilities for the bearer management and roam-ing. On some platforms, appli
ation may not allowed to start or stop interfa
es, andon other, only partial roaming 
apabilities may be supported.QNetworkConfigurationManager is Qt's 
lass for querying system 
apabilitiesand network 
on�gurations. QNetworkConfigurationManager also signals the
hanges to the system's network 
on�guration and 
onne
tivity state.There are 6 di�erent 
apabilities available through 
apabilities(). They arelisted in the following.
• BearerManagement states that bearer 
ontrol (start and stop of interfa
es) ispossible through QNetworkSession. If it is not possible, bearers may still bemonitored and sessions 
an be opened, but the overall system's 
onne
tivity
annot be a�e
ted.
• Dire
tConne
tionRouting is set when the IP level routing is overridden byinterfa
e sele
tion. This means that when trying to rea
h the destinationaddress, the pa
ket is sent to the interfa
e pointed by the session, rather thanto the one pointed by the system's routing table. Dire
t routing generally
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e is used, and solves the 
ase when two (ormore) interfa
es have 
on�i
ting IP ranges.
• SystemSessionSupport is true when the underlying platform guarantees thata interfa
e is not 
losed until there is no session using it (by any pro
ess).
• Appli
ationLevelRoaming indi
ates that the system 
onsults appli
ations inroaming. Additionally, appli
ations need to 
onne
t to signal preferredCon-figurationChanged() to be 
onsulted.
• For
edRoaming implies the support for automati
 roaming, where the systemde
ides whi
h a

ess point to use. Appli
ations do not have any 
ontrol overthis pro
ess unless the Appli
ationLevelRoaming �ag is set. Roaming issignaled with newConfigurationA
tivated(). The new a

ess point 
an betaken into use with a

ept(), in whi
h 
ase the so
kets to the old a

ess pointmay be
ome unusable. Method reje
t() 
ontinues to use the 
urrent a

esspoint.
• DataStatisti
s means that data usage statisti
s are 
olle
ted.All and the default network 
on�guration 
an be queried through allConfigu-rations() and defaultConfiguration(), respe
tively. Con�guration update 
anbe requested with updateConfigurations().QNetworkConfigurationManager also provides a way to tra
k system's overall
onne
tivity state through onlineStateChanged() signal.4.6 HTTP level roamingQt provides a way to a

ess the Internet and its servi
es through QNetworkA
-
essManager 
lass. The 
lass works with QNetworkRequests and QNetworkReplys.Given the fa
t that HTTP is a stateless proto
ol, QNetworkA

essManager has thepossibility to 
hoose the best bearer to ful�ll appli
ation's requests. For example,when a WLAN a

ess point be
omes available when using a 3G 
onne
tion, QNet-workA

essManager 
an swit
h to it in the middle of using the 
onne
tion andprovide seamless roaming for the appli
ation without the appli
ation ever noti
inganything. Thus, QNetworkA

essManager is an easy way for the appli
ations toimplement and bene�t of HTTP optimized roaming. QNetworkA

essManager isin
luded to QtNetwork module so no knowledge of mobility API is needed from thedeveloper.All the ease and simpli
ity does not 
ome without a 
ost. Currently there is someshort
omings when using QNetworkA

essManager, most in the area of more seriousbearer management:
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Home

Corporate

In t e rne t

3G
Firewall
WLAN

Mobile phoneFTP server

VPN

Email server

MMS
cen te r

FTPsync
(home)

Email client
(corp)

Web browser
( in ternet )

MMS messager
(mms)Figure 4.1: Sample mobile network with appli
ations and servi
e networks.Table 4.3: Mobile networking example 
on�gurationAppli
ation Servi
e network A

ess pointsFTPsyn
 Home WLANEmail 
lient Corporate VPN (using Internet servi
e network)Web browser Internet WLAN, 3GMMS messager MMS 
enter 3G

• No support for automati
 roaming in a servi
e network other than the Inter-net. If the appli
ation wishes QNetworkA

essManager to roam on a servi
enetwork, it needs to 
reate and manage a QNetworkSession to it. When su
hsession is opened, QNetworkA

essManager automati
ally uses the networkmade available by the session.
• No indi
ation (signals) of roaming. If the appli
ation needs to know whi
ha

ess point is 
urrently being used by QNetworkA

essManager, there is noway to �nd out. Without a session, it is also impossible to stop the a

esspoint (therefore saving power and 
osts) when the appli
ation knows it doesnot need the network 
onne
tivity for a while.It should be noted that none of these short
omings are fundamental and may beaddressed in the future Qt versions.4.7 An example of system mobilityTo put together what we have dis
ussed about Qt in this 
hapter, and of mobilenetworking in Chapter 3, we examine the behaviour of a mobile system with atwo-phase s
enario.
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on�guration is presented inFigure 4.1 and Table 4.3. The home and 
orporate networks presented in the �gureresemble the ones introdu
ed in subse
tions 2.3.1 and 2.3.2, respe
tively. There arefour appli
ations, ea
h having a di�erent servi
e network and network availability.The platform is assumed to support BearerManagement and Dire
tConne
tion-Routing 
apabilities.
• FTPsyn
 sees the network as unrea
hable, and waits for the QNetworkSessionto be opened. Be
ause the session is to the Home network, FTPsyn
 
an nota

ess the Internet if it wished, either.
• Email 
lient 
an 
he
k the mail from 
orporate server, be
ause the VPN tunnel
an be built over the Internet, whi
h is available through 3G. If, for somereason, the email 
lient tries to rea
h the Internet, the tra�
 is tunneledthrough the VPN and then 
onne
ted from the 
orporate network.
• Web browser is browsing the Internet with QNetworkA

essManager. 3G isautomati
ally 
hosen by QNetworkA

essManager.
• MMS messager uses 3G, too, be
ause MMS 
enter is also available via it.Compared to the 
onventional networking, the �rst phase already reveals onedi�eren
e. Be
ause FTPsyn
 has sele
ted the 
urrently unavailable servi
e network,it 
annot perform any networking (as de�ned by Dire
tConne
tionRouting 
apa-bility).Continuing to the mobility phase, we assume that the user returns to home andthe home WLAN be
omes available. This gives di�erent impli
ations to the appli-
ations. The platform is assumed to be ALR 
apable.
• For the FTPsyn
, this means that the Home servi
e network is �nally rea
h-able. FTPsyn
 re
eives sessionOpened() and stateChanged() signals andmay start transfers. The Internet is impli
itly available through the homeWLAN, so FTPsyn
 
an 
onne
t it, too.
• Email 
lient does not know that the WLAN be
ame available, be
ause it isnot listed on the Corporate's a

ess points. The 
hange is signaled to the VPNbe
ause it uses the Internet servi
e network, where the WLAN is listed. VPNtests the WLAN and �nds the needed ports un�ltered (not �rewalled by thehome router). Thus it a

epts the preferred 
on�guration (the WLAN a

esspoint). Depending of the implementation, 
onne
tions through the VPN maysu�er only short interruption or break totally, whi
h is the only e�e
t email
lient noti
es.
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• Web browser does not know that the QNetworkA

essManager seamlesslystarts to use WLAN, be
ause it is being preferred over 3G. QNetworkA

ess-Manager may even �nish its pending transa
tions before roaming, losing noHTTP requests or replies.
• The 
hange does not a�e
t to MMS messager, be
ause the WLAN is not listedon its a

ess points. It 
ontinues to use the 3G.If automati
 (for
ed) roaming is not utilized, the mobile phone is now in multi-homing state � it is 
onne
ted to both WLAN and 3G networks. Of 
ourse, theMMS messager 
an 
lose its sessions when there are no messages to send or re
eive,thus dis
onne
ting the 3G and making the system �single-homing� again.If the automati
 roaming is utilized, all appli
ations would start using the pre-ferred WLAN a

ess point.
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5. SAMPLE APPLICATION: FTPSYNC
To test and evaluate the bearer management API in pra
ti
e, a basi
 networkingappli
ation was implemented. Named as FTPsyn
, the appli
ation syn
hronizes alo
al dire
tory with a remote one when a 
ertain network is available. The user
an de�ne the target network (
on�guration in Qt terms), the FTP details (server,username, ...), the lo
al and remote paths and the syn
hronization dire
tion (fromor to remote). When the network be
omes available, FTPsyn
 logs in to the FTPserver and transfers nonexisting �les to the target.A pra
ti
al operating environment for the appli
ation is the home network pre-sented in Se
tion 2.3.1. The user 
on�gures the target network to be the WLANo�ered by the router, and sets the FTP details mat
h the server. When the appli-
ation is 
on�gured and started, and the user walks home, �les are automati
allysyn
hronized through the WLAN.Figure 5.1 shows the appli
ation running on Linux. The user is 
urrently sele
tingthe 
on�guration to be eth0. The string �5440722� is unique identi�er of the eth0
on�guration.5.1 Ar
hite
tureOverall software ar
hite
ture of FTPsyn
 is presented in Figure 5.2. Fun
tions,signals and slots 
entral to the bearer management are also shown.The appli
ation is basi
ally divided in two parts, whi
h are 
ontrolled by FTPsyn
main 
lass. The other part manages the network and bearers, and the other thesyn
hronization. The bearer management is visited in detail later.Syn
hronization is largely based on FileInfo interfa
e, whi
h is a loose abstra
-tion of �lesystem and syn
hronization. The lo
al �lesystem is managed with 
lassesderived from QDir and QFileInfo.For FTP, Qt o�ers 
hoi
es. QFtp and QNetworkA

essManager 
lasses both pro-vide FTP fun
tionality. The latter was preferred by Qt do
umentation [12℄, but theformer was 
hosen for two reasons. First, QFtp resembles so
kets more 
losely asit represents a single FTP 
onne
tion, where the QNetworkA

essManager is basedon independent request-reply pairs. The 
onne
tion-based approa
h gives greatervisibility to the 
hallenges of bearer management. Se
ond, the do
umentation ofQNetworkA

essManager mentioned that it 
an be used for FTP, but had no a
tual
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Figure 5.1: Con�guration sele
tion with FTPsyn
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+close()
+open()
+ignore()
+migrate()
+sessionOpened()
+preferredConfigurationChanged()

QNetworkSession

+setRoamingStrategy()
+setRoamingConfiguration()
+configurationAvailable()
+configurationActivated()
+emitState()
+stateChanged()

NetworkSessionManager

+fileName()
+isDirectory()
+fileSize()
+children()
+copyToFile()
+getAsIODevice()
+syncFrom()

FileInfo

+networkState()

FTPsync

LocalFileInfo

LocalDirInfoFtpRootInfo

FtpUrlInfo

QFileInfo

QUrlInfo

QFtp

QDir

Bearer management

Synchronization

Figure 5.2: Ar
hite
ture of FTPsyn
do
umentation regarding how it is used with FTP.5.2 Bearer managementBearer management of the appli
ation is done by the NetworkSessionManager 
lass,whi
h handles one QNetworkSession. The 
lass provides simpli�ed view of thenetwork state without appli
ation domain (FTP in this 
ase) spe
i�
 fun
tionality.This approa
h was sele
ted to keep the fun
tionality of the sample 
ode as simpleand widely usable as possible.For implementation details, the sour
e 
ode for NetworkSessionManager 
lass(�les NetworkSessionManager.h and NetworkSessionManager.
pp) is listed onAppendix A.5.2.1 BehaviorThe appli
ation 
an set the desired roaming strategy re�e
ting wanted net-work behaviour. There are three roaming strategies (NetworkSessionMan-ager::RoamingStrategy).
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• Offline, whi
h means that the appli
ation does not need the network 
on-ne
tivity at the moment. This is the default state, and other states impli
itlyindi
ate that the appli
ation wants to use the network.
• BestAvailable indi
ates that the appli
ation wants the best available net-work 
onne
tivity. The best in this 
ase is the most preferred by system'sor user's preferen
es, as the fun
tionality is not spe
i�
 to any appli
ation-domain. There may be open 
onne
tions, but it does not matter if they break.
• MaintainConne
tions is used, when the 
urrent 
onne
tions should be main-tained as long as possible. This is done by denying roaming in 
ases it wouldnot be seamless. Of 
ourse, it is impossible to 
ompletely guarantee that theestablished network 
onne
tions do not break.The NetworkSessionManager signals when the network 
onne
tivitystate 
hanges through the signal stateChanged( NetworkSessionMan-ager::NetworkState ). By 
onne
ting to the signal, the appli
ation 
antrigger a
tions related to the state, su
h as re
onne
ts.
• NetworkOffline, whi
h indi
ates that the network 
an not be 
onne
ted.
• NetworkOnline, whi
h means that the network 
an be 
onne
ted.
• NetworkError, whi
h means that a network error has happened. There is noway to retrieve the error.On
e the syn
hronization is a
tivated (user presses Start button), FTPsyn
 buildsthe NetworkSessionManager with the sele
ted 
on�guration, 
onne
ts to the stat-eChanged signal and sets the kind of 
onne
tivity behaviour is needed. The appli-
ation then a
ts a

ording to the 
onne
tivity state signaled by the manager. WhenNetworkSessionManager emits NetworkOnline, an ftp 
onne
tion is established(impli
itly using the 
on�guration managed by the session in the NetworkSession-Manager) and then used for syn
hronization. Additionally, the manager is set toMaintainConne
tions in order to avoid roaming during syn
hronization.5.2.2 Intera
tion with bearer management librarySequen
e diagrams of some 
entral a
tions are presented here to get a grasp on howthe FTPsyn
's bearer management works.Opening a network sessionFigure 5.3 represents the opening of a network session. FTPsyn
 sets the 
on�gura-tion to NetworkSessionManager, whi
h 
reates a 
orresponding session. Signals
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NetworkSessionManager

QNetworkSession

FTPsync

Connect slots

3: 

open()5: 

6: 

2: 
setRoamingConfiguration( configuration )1: 

setRoamingStrategy( BestAvailable )4: 

Figure 5.3: Opening a network session
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NetworkSessionManager QNetworkSessionFTPsync

Creates FTP 
connection,
logs in and starts 
synchronization

Session has been 
opened. 

stateChanged( NetworkOnline )2: 

sessionOpened()1: 

setRoamingStrategy( MaintainConnections )3: 

Figure 5.4: Starting a transfersessionOpened, sessionClosed, error and preferredConfigurationChangedfrom the 
reated session are 
onne
ted to the manager. After the 
on�gurationis set, FTPsyn
 sets the roaming strategy to BestAvailable, whi
h leads the man-aged session to be opened. If preferred 
on�gurations be
ome available, they aretaken into use. This way the FTP 
onne
tion has the most preferred 
on�gurationin use on
e started.Starting a transferFigure 5.4 shows the events leading to the syn
hronization. The network sessionhas been requested to be opened. When the opening has �nished, the session emitssessionOpened, whi
h the manager translates to NetworkOnline state. The stateis emitted to FTPsyn
. Before initiating FTP 
onne
tion, FTPsyn
 sets the roamingstrategy to MaintainConne
tions in order to prevent 
onne
tion breaks.RoamingFigure 5.5 goes through the 
hoi
es made when a preferred 
on�guration be
omesavailable, whi
h is the 
ase of appli
ation level roaming. For BestAvailable roam-ing strategy, migrate is 
alled always.When the roaming strategy is set to MaintainConne
tions, the de
ision is basedon the 
urrent session state and the �seamlessity� of the roaming. When seamlessroaming is possible, the session 
an migrate be
ause the 
onne
tions should notbreak. Also, if the session is not 
urrently a
tive, there should not be 
onne
tions
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NetworkSessionManager QNetworkSession

[Roaming strategy: BestAvailable]

[Roaming strategy: MaintainConnections]

[isSeamless or not active]

[else]

alt

[else]

Do nothing

alt

A better configuration 

is available

migrate()2: 

migrate()3: 

ignore()4: 

preferredConfigurationChanged( configuration, isSeamless )1: 

Figure 5.5: Appli
ation level roaming



5. Sample appli
ation: FTPsyn
 41that break, so the session 
an migrate. Otherwise the only option is to ignore the
on�guration.For automati
 (for
ed) roaming and newConfigurationA
tivated signal, thea
tions are similar but a

ept and reje
t instead of migrate and reje
t, re-spe
tively. The a
tivated 
on�guration is assumed seamless and is not tested for
onne
tivity.The roaming pro
ess is invisible to FTPsyn
, as it does not 
hange the state ofthe network 
onne
tivity.5.2.3 Appli
ation spe
i�
 managementAs the examples in the previous se
tion dis
ussed generi
 bearer management, thisse
tion takes a look on how to tailor the bearer management to the needs of 
ertainappli
ation (and proto
ol). The NetworkSessionManager implementation and thear
hite
ture of the FTPsyn
 appli
ation are used as the starting point for improve-ments.NetworkSessionManager does not test the suitability of a new 
on�guration whenit gets a
tivated. For a general 
ase, the destination host 
ould be ping'd1 toevaluate network 
onne
tivity. If the destination address and port is known, a TCP
onne
tion may be established for this purpose.For proto
ols transmitting sensitive information unen
rypted and without mutualendpoint authenti
ation, it may be justi�ed to deny the networking when Dire
t-Conne
tionRouting is not supported by the platform. When the feature is notsupported, basi
ally any available bearer may be used to rea
h the target serverand with an unexpe
ted routing 
hoi
e2, the sensitive information may get revealed.The FTP proto
ol is one su
h example, and a fake FTP server at the destination IPon the �wrong� bearer 
an extra
t the plaintext username and password informationthe 
lient sends when logging in. Supported Dire
tConne
tionRouting eliminatesthe ambiguous pa
ket routing, as the pa
kets are always sent through the intended
on�guration (a

ess point).An ar
hite
tural improvement 
ould be to 
hange the ownership of the 
onne
-tion. In FTPsyn
 (Figure 5.2), the ftpsyn
 main 
lass owns the 
onne
tion andgives it to the FTP 
lasses. Be
ause NetworkSessionManager provides generi
 net-work management and the appli
ation is su
h a simple one, this is not a big issue.However, if the 
onne
tion was owned by NetworkSessionManager (a
ting as a
onne
tion fa
tory or FTP 
ommand dispat
her), it would allow more �ne-grained1ping 
ommand tests if a host is rea
hable a

ross the network with an ICMP message. Howeverit does not guarantee that 
ertain proto
ol or port is allowed in the network. Ping 
an not be donesolely within Qt as ICMP is not supported.2Tra�
 is not routed through the a

ess point expe
ted by the appli
ation.
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ontrol over the network usage. For example, when a new preferred 
on�guration
omes available, the manager 
an 
reate a new FTP 
onne
tion through the 
on-�guration and start using that, eventually leading to FTP �level� roaming. Thereis also FTP 
ommand PORT3 to be (mis)used for an ultimate FTP multi-homingexperien
e.There may be appli
ation spe
i�
 restri
tions too. Parti
ularly with FTP, theservers often limit the number of 
on
urrent 
onne
tions on server or user basis.After aggressive roaming, there may be enough dangling 
onne
tions to hit thelimit, preventing new logins until the �danglers� time out.5.3 Con
lusions from FTPsyn
First of all, the bearer management API was straightforward and e�e
tive to use. Ittook a 
lass and handful of fun
tions (2 member fun
tions, 3 slots, and 1 signal) toimplement a basi
 network manager, featuring support for automati
 and appli
ationlevel roaming. The API was also further improved as a result of dis
ussions betweenthe author and the manager of the API, making the use of QNetworkSession 
lassmore straightforward, and 
larifying the aspe
ts of bearer monitoring and 
ontrolin do
umentation [12℄.The pie
e missing from the bearer management puzzle is proper support formultiple QNetworkSessions. While the sessions 
an be 
reated and opened withoutlimitations, there is no way to de�ne whi
h one (of the a
tive ones) will be used fora so
ket. This missing pie
e will be supported on
e the bearer management APImigrates into Qt.Ideally every platform would have an adequate support for bearer management.In pra
ti
e, this support varies 
onsiderably between platforms. Currently the Sym-bian platform enjoys the most 
omprehensible feature set, while others provide some,but not all of the features. The most 
ommon short
oming is the support for roam-ing. The di�ering support poses 
hallenges for the development. In order to developsupport for advan
ed fun
tionality su
h as roaming, the development must be doneon a platform supporting it. This may add development 
osts. Additionally, thefun
tionality of the 
ode on platforms with redu
ed feature support should be tested.From programming perspe
tive, the following observations were made of the Qtframework. The signals and slots feature was ni
e, and really de
oupled things well.Also, the QObje
t tree feature was ex
ellent, and it did not took a long to noti
ethat parents were set for every obje
t 
reated. With a bit of pra
ti
e, the 
reatedtree started to look like a proper one � every obje
t is in the right pla
e, underthe right parent. Generally this 
reate-pla
e-forget-pattern eased and loosened the3PORT spe
i�es the host and port to whi
h the server should 
onne
t for the next �le transfer.
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e handling.There also was some oddities. For example, QComboBox allowed to add (QString&text, QVariant& userdata) pairs into it, but for some reason, it had no a
ti-vated( QVariant& ) signal. Instead, one had to 
onne
t to a
tivated( int in-dex ) and manually resolve the userdata (to be used as a 
on�guration identi�erstring) from the box. Also, a proper do
umentation about usage of QNetworkA
-
essManager with FTP was missing. One 
an guess that �les might be retrieved bymaking a request to an FTP url (ftp://user:password�host/file), but for �lelistings, the guess is not so easy.
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6. CONCLUSION
We started this thesis with the art of proto
ols, servi
es and networks and gaveit a name of 
onventional networking. Basi
 building blo
ks � standards su
h asTCP/IP model, HTTP and POSIX API 
ombined with the network 
omponents ofvarying s
ale � gave us a solid base for networking and information sharing.Then we moved to the mobile networking, qui
kly noti
ing how similar, yet stilldi�erent it is. The basi
 building blo
ks from 
onventional networking are mixedwith new 
hallenges and aspe
ts: the usage of third-party networks a�e
t to the
ost stru
ture, 
onne
tivity and se
urity. Power 
onsumption of the networking isan important fa
tor, as the mobile devi
es are battery-powered. Bearer managementand roaming de
isions need to be made by the user, the system or appli
ations �whi
h gives the latter a 
han
e to tailor the network behavior by its spe
i�
 needs.And the new aspe
t of grouping a

ess points to a servi
e networks allows an a

essto the network on the basis of the servi
es needed. We also dis
ussed the questionof how the basi
 blo
ks �t to the new 
hallenges and aspe
ts � the answer wasmoderately and insu�
iently.The sear
h for better answer 
ontinued as we entered to the world of Qt. Thisfeatureful 
ross-platform C++ framework has Mobility API suite 
overing featuresoften en
ountered in mobile platforms (
alendar, messages, multimedia, lo
ation,and so on). The API also 
ontains bearer management library suited for our needs.It represents networking as a session to (servi
e) network, whi
h 
an 
ontrol thenetwork 
on�guration (bearer) and roam when a preferred one is found. The ap-proa
h is easy to understand and powerful to use. There is also automati
 HTTPlevel roaming built into the standard Qt sin
e version 4.7.The bearer management framework was also experimented with a sample appli-
ation. A basi
 network manager 
lass was implemented. The main fun
tionalitywas expressed as sequen
e diagrams, too. The basi
 improvements to ar
hite
tureand fun
tionality of appli
ation-spe
i�
 bearer manager was dis
ussed. The usageof the bearer management API was simple and straightforward, and it required onlya handful methods to 
reate a basi
, roaming session manager. The API was alsoimproved based on the dis
ussions during the experiment. As the platform 
apabili-ties vary, full support for some networking features may be available only on 
ertainplatforms.
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A. NETWORKSESSIONMANAGER IMPLEMENTATION

Listing A.1: Simpli�ed NetworkSessionManager.h#in
lude <QObje
t>#in
lude <QNetworkSession>
lass NetworkSessionManager : publi
 QObje
t {Q_OBJECTpubli
 :enum RoamingStrategy {O f f l i n e , BestAvai lable , MaintainConne
tions} ;enum NetworkState {NetworkOff l ine , NetworkOnline , NetworkError} ;NetworkSessionManager ( QObje
t∗ parent ) ;~NetworkSessionManager ( ) ;void setRoamingStrategy ( RoamingStrategy s t r a t e gy ) ;void setRoamingConf igurat ion (QNetworkConfiguration &
on f i gu r a t i on ) ;publi
 s l o t s :void 
 on f i gu r a t i onAva i l ab l e (
onst QNetworkConfiguration& 
onf ig ,bool i sS eamle s s ) ;void 
on f i gu ra t i onA
t iva t ed ( ) ;void emitState ( ) ;s i g n a l s :void stateChanged (NetworkSessionManager : : NetworkState newState ) ;private :QNetworkSession ∗ sess ion_ ;RoamingStrategy strategy_ ;NetworkState state_ ;} ;
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pp#in
lude "NetworkSessionManager . h"NetworkSessionManager : : NetworkSessionManager (QObje
t∗ parent ): QObje
t ( parent ) , sess ion_ ( NULL ) ,strategy_ ( O f f l i n e ) , state_ ( NetworkOff l ine ) { }NetworkSessionManager : : ~ NetworkSessionManager ( ) { }void NetworkSessionManager : : setRoamingStrategy (RoamingStrategy s t r a t e gy ) {swit
h ( s t r a t e gy ) {
ase Of f l i n e :sess ion_−>
 l o s e ( ) ;break ;
ase BestAva i lab le :
ase MaintainConne
tions :sess ion_−>open ( ) ;}strategy_ = s t r a t e gy ;}void NetworkSessionManager : : setRoamingConf iguration (QNetworkConfiguration &
on f i gu r a t i on ) {i f ( sess ion_ != NULL ) { session_−>de l e t eLa t e r ( ) ; }sess ion_ = new QNetworkSession ( 
on f i gu ra t i on ,this ) ;
onne
t ( session_ , SIGNAL( s e s s i onC l o s ed ( ) ) ,this , SLOT( emitState ( ) ) ) ;
onne
t ( session_ , SIGNAL( sessionOpened ( ) ) ,this , SLOT( emitState ( ) ) ) ;
onne
t ( session_ , SIGNAL( e r r o r ( ) ) ,this , SLOT( emitState ( ) ) ) ;
onne
t ( session_ , SIGNAL( pre fe r redConf igurat ionChanged (
onst QNetworkConfiguration&, bool ) ) ,this , SLOT( 
on f i gu r a t i onAva i l ab l e (
onst QNetworkConfiguration&, bool ) ) ) ;
onne
t ( session_ , SIGNAL( newConf igurat ionA
t ivated ( ) ) ,this , SLOT( 
on f i gu r a t i nA
 t iv a t ed ( ) ) ) ;



A. NetworkSessionManager implementation 49}void NetworkSessionManager : : 
 on f i gu r a t i onAva i l ab l e (
onst QNetworkConfiguration& 
onf ig ,bool i sS eamle s s ) {swit
h ( strategy_ ) {
ase BestAva i lab le :sess ion_−>migrate ( ) ;break ;
ase MaintainConne
tions :i f ( i sSeamle s s | | ! sess ion_−>i sA
 t i v e ( ) ){ session_−>migrate ( ) ; }else { session_−>ignore ( ) ; }}}void NetworkSessionManager : : 
 on f i gu ra t i onA
t iva t ed ( ) {swit
h ( strategy_ ) {
ase BestAva i lab le :sess ion_−>a

ept ( ) ;break ;
ase MaintainConne
tions :i f ( ! sess ion_−>i sA
 t i v e ( ) ){ session_−>a

ept ( ) ; }else { session_−>r e j e 
 t ( ) ; }}}void NetworkSessionManager : : emitState ( ) {NetworkState s t a t e ;i f ( sess ion_−>er r o r ( ) ){ s t a t e = NetworkError ; }else i f ( sess ion_−>i sA
 t i v e ( ) ){ s t a t e = NetworkOnline ; }else { s t a t e = NetworkOff l ine ; }i f ( s t a t e != state_ ) {state_ = s ta t e ;emit stateChanged ( s t a t e ) ; }}


